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Patch Management

Keep systems up-to-date and
secure with automatic patching

Unpatched vulnerabilities in popular applications pose a significant threat to
IT security. But managing and administering software updates can be tedious
and time-consuming for IT departments. Patch Management enables you to
automate OS and application patching with fine-grained controls and robust
reporting. It covers your customers’ entire Windows install base:
workstations, physical servers and virtual servers.

Patch Management outperforms other solutions thanks to its ultra-fast patch
scans, support for the largest base of third-party applications, granular
options, and reliability. By consolidating patching and security,

you further reduce costs and streamline management and reporting. Fully
integrated in the platform, Patch Management add-on module enables
organizations to keep operating systems and software applications up-to-
date and provides a comprehensive view on the patch status across the
entire Windows install base.

The Patch Management module includes several features, such as on-
demand / scheduled patch scanning, automatic / manual patching or missing
patch reporting. Businesses that patch their endpoints strengthen their
security posture and compliance with regulations while simultaneously
improving operational efficiency.

Key benefits:

+ Minimize security risks — drastically reducing time to patch critical
vulnerabilities

+ Improve cyberhygiene and your IT team'’s productivity — automate patch
scans, deployment, and reporting

+ Simplify compliance and patch reporting —and meet risk management
requirements

+ Reduce costs — consolidate patch management and endpoint security into
a single vendor and platform

+ Improve customer productivity — with up-to-date applications and fewer
issues or slowdowns
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STAY AWARE. STAY SMART. STAY SECURE.

At-a-Glance

Patch Management module supports both
automatic and manual patching. It gives
organization greater flexibility and
efficiency for patch management, with the
ability to create a patch inventory, schedule
patch scanning, limit automatic patching to
admin-preferred applications, vary
scheduling for security and non-security
patches and postpone reboots for patching
requiring a restart.

Key Benefits

+ Ensures compliance with regulatory
information security requirements, like
GDPR, HIPAA, and PCI DSS

Supports automatic and manual
patching, giving organizations greater
flexibility and efficiency for the entire
process, both on-site and remote

Keeps operating systems and software
applications up-to-date and provides a
comprehensive view on patch status
across the entire Windows install base,
reducing the risk of advanced attack
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Features and Capabilities

Fastest to scan and deploy patches
Patch Management can scan systems for missing patches in seconds. Once identified, those patches can be quickly deployed
using automated or manual options.

Support for the largest set of third-party applications, Windows, and Linux OS

Easily patch not just Windows and Linux OS but also the most extensive list of applications your customers are most likely to use.
Centralize patching across sites, physical and virtual workstations, and servers.

Improved workflows with flexible automated and managed patching
Create patch inventory, schedule patch scanning, choose applications to be patched automatically, vary scheduling for security and
non-security patches, and postpone reboots.
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